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Introduction to PEIPA Questionnaire

How to fill in the Questionnaire

The PEIPA questionnaire provides a series of questions aimed to assess the adherence to EU,
OECD and International privacy and ethics principles, regulations guidelines and best
practices*>°,

The questionnaire is a core element of the Privacy and Ethics Impact and Performance Assessment,
(PEIPA), a methodology that draws from the EUBIROD Privacy Impact Assessment'"?.

The questionnaire is addressed to data controllers and/or data protection officers and/or chief
executive officers eventually responsible for data processing in the ECHO, EUROHOPE and
EUBIROD consortia.

The questionnaire is composed of 11 sections (factors), each containing a specific number of
questions (sub-tactors).

Results from filled in questionnaires will be analysed through a mixed quali-quantitative analysis.

Results will be made available to participants and to the wider community in de-identified and/or
aggregated format, also via the Final Report.

Respondents are required to provide YES/NO responses to a series of questions, which are divided
into 11 sections. "N/A" (not applicable) option is also available for cases where single questions or

one Or more entire sections are not applicable to the respondent. The "Provide Details" column
should be used to explain responses or to provide specific references. Privacy is herein intended to
be a broader concept than legal compliance; hence, it was recommended to provide comments and

details in accurate and comprehensive manner.

Definitions

Personal data means any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;

Processing means any operation or set of operations which is performed on personal data or on sets
of personal data, whether or not by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure oOr
destruction;
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Pseudonymisation means the processing of personal data in such a manner that the personal data
can no longer be attributed to a specific data subject without the use of additional information,

provided that such additional information is kept separately and is subject to technical and
organisational measures to ensure that the personal data are not attributed to an identified or
identifiable natural person. Personal data which have undergone pseudonymisation, which could be

attributed to a natural person by the use of additional information should be considered to be
information on an identifiable natural person;

De-identification means the processing of personal data in such a manner that data cannot identify
an individual directly or indirectly. De-identification requires the removal of name and exact
address; and can also involve the removal of any other detail or combination of details that might
support identification.

Anonymous data means data which does not relate to an identified or identifiable natural person
(‘data subject’) or personal data rendered anonymous in such a manner that the data subject is not or
no longer identifiable using any reasonable means. To ascertain whether means are reasonably
likely to be used to identify the natural person, account should be taken of all objective factors, such
as the costs of and the amount of time required for identification, taking into consideration the
available technology at the time of the processing and technological developments.

Data controller means the natural or legal person, public authority, agency or other body which,

alone or jointly with others, determines the purposes and means of the processing of personal data;
where the purposes and means of such processing are determined by Union or Member State law,
the data controller or the specific criteria for its nomination may be provided for by Union or
Member State law.

Processor means a natural or legal person, public authority, agency or other body which processes

personal data on behalf of the data controller;

Recipient means a natural or legal person, public authority, agency or another body, to which the

personal data are disclosed, whether a third party or not.

Third party means a natural or legal person, public authority, agency or body other than the data

subject, data controller, processor and persons who, under the direct authority of the data controller
or processor, are authorised to process personal data;

Consent of the data subject means any freely given, specific, informed and unambiguous indication

of the data subject's wishes by which he or she, by a statement or by a clear affirmative action,
signifies agreement to the processing of personal data relating to him or her;

Personal data breach means a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or
otherwise processed;
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